
  

Licensed Machine Safety Specialist Training Course Modules 

Module 1: Risk Assessment 

About half an hour into module one of the B11 Licensed Machinery Safety Specialist 

program the presenter asks the attendees if they have ever conducted a risk assessment. 

The responses are mixed, this is after all, a machinery safety program and some attendees 

are hoping to learn how to carry out a risk assessment on machinery in their factory.  

 

It is helpful to define risk before we look at its assessment and B11.0 defines risk as the 

combination of the probability of occurrence of harm and the severity of that harm. 

 

Everyone, every day, carries out a risk assessment in some form or other. Crossing the road, 

driving to work, even making a cup of coffee requires a risk assessment. We carry out this 

risk assessment automatically and for the most part quite well. Why, then, is a machinery 

risk assessment any different? 

 

The reality is that the risk assessment process for machinery should be simple, B11.0 – 2020 

Safety of Machinery provides guidance and practicality to help keep things simple. B11.0 

defines risk assessment as the process by which the intended use of the machine, the tasks 

and hazards, and the level of risk are determined.  

 

Let’s step away from machinery safety and think about approaching a four way stop when 

we are driving. Our first thought is not about the hazards of the stop, it is about the task in 



hand. We need work out where we are going, are we turning left or right or driving ahead, 

when we have established that we can look at the hazards associated with the task. 

 

A risk assessment for machinery safety really is no different. We need to identify the tasks 

being carried out and then identify the hazards associated with those tasks. It is a logical and 

simple process. Task based risk assessment is not new but in the international world of 

machinery safety standards B11.0 leads the way. If we begin with the task, we can seek the 

involvement of the operator and better understand the process, which in turn leads to a 

better understanding of the hazards.  

 

If we know the task and the hazards, then it should be easy to reduce risk to zero... or 

should it? Taking a zero risk approach is unlikely to lead to a good outcome, there will 

always be some risk and it is essential to reduce that risk to an acceptable level. A zero-risk 

approach may well lead to the creation of barriers preventing operators from completing 

their tasks and effectively lead to the motivation to defeat risk reduction measures. (Studies 

in Germany show a clear link between productivity and the defeat of interlocking devices.) 

 

Acceptable Risk is a subjective concept, and one individual’s idea of acceptable risk may 

differ significantly from even a colleague working on the same machine. Build a diverse 

team to conduct the risk assessment, include senior management, consider an external 

consultant and perhaps a facilitator but most of all include the operators whose job is to 

interact with the machine. This approach will lead to collaboration and acceptance of the 

risk reduction approach. 

 



B11.0 provides a flow chart to guide the reader through the process. 

 

 

The tools available to assist in assessing and scoring initial risk are widespread – including 

methodologies, online calculators, spreadsheets, and custom-made charts, but the reality is 

the process itself is all about consistency. It really does not matter what tools are selected, 

what matters is the discipline of the process. Risk scoring will always be subjective, and 

resources are better spent on risk reduction than attempting absolute precision in risk 

estimation. 

 

B11.0 provides examples of risk scoring systems in its main body and in Annex F 



 

 

 

Once we have accessed initial risk it is time to consider how to reduce that risk and B11.0 

provides an overview of general risk reduction requirements whilst helpfully pointing the 

reader at standards and publications where further detail can be found. 

 

If we are to provide risk reduction measures that will be effective, allow efficient operation 

and do not lead to the motivation to defeat them, then the key takeaway from Module One 

of the B11 Licensed Machinery Safety Specialist program is the implementation of Task 

Based Risk Assessment.  

 

 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

Module 2: Risk Reduction Measures – Hazard Control Hierarchy 

Module Two of the B11 Licensed Machinery Safety Specialist program picks up where 

Module One left off – Risk Reduction Measures - and reintroduces students to the Hazard 

Control Hierarchy.  The module content is based upon B11.19 - Performance Requirements 

for Risk Reduction Measures: Safeguarding and other Means of Reducing Risk and follows 

the Hazard Control Hierarchy laid out in Table 3 in B11.0 – below. 

After following a task-based risk assessment process we have identified tasks and hazard 

pairs and quantified the risks accordingly. It is now time to reduce those risks to an 

acceptable level and our first consideration is the elimination or substitution of hazards.  

 

The concept of elimination and substitution is perhaps best explained using examples and 

once such example of elimination might be the use of robotics or automation to remove the 



exposure to a hazard by an operator.  This is particularly important, not just for safety, but 

also for efficiency gains. The application of lubricant from outside of the safeguarded space 

is another excellent example of reducing machine downtime and operator interaction. 

Replacing a hazardous chemical in a process with a less hazardous one is an example of 

substitution. It is not always possible to eliminate or substitute particularly when machinery 

has already been designed and installed but a task-based risk assessment will identify any 

opportunities. 

 

If elimination or substitution is not possible then we need to consider engineering controls 

and the vast majority of B11.19 is devoted to this topic.  An engineering control reduces the 

hazard or exposure to the hazard.  A moveable guard is an engineering control and is 

designed to initiate a stop command once opened, the stop is maintained until the guard is 

closed and the safety system reset. With the movable guard open an operator is not 

exposed to the hazard. In this example we are reliant upon the movable guard performing 

as it is designed to do in order to prevent access to the hazard. (We’ll look at how we do 

that when we review the safety related parts of the control system in module three of B11 

LMSS) 

 

Movable guards are one example of an engineering control but not necessarily suitable for 

all machinery safety applications and may require the implementation of additional 

engineering controls to create an acceptable risk reduction solution. For example, an 

operator using the movable guard to gain access to the safeguarded space may need an 

additional engineering control to prevent the hazard being restarted by someone outside of 



the safeguarded space closing the guard and resetting the safety system. This might be a 

proactive inhibit function such as a safety key in a trapped key interlock system. 

 

Engineering controls include, guards, interlock devices, presence sensing devices (light 

curtains, safety mats, radar, area scanners etc.), two hand controls, enabling devices, and 

hold to run devices. B11.19 provides the requirements for these engineering controls as well 

as providing data relating to human body measurements, reaching distances and suitable 

sizes for guards etc. 

 

When it comes to guarding technical feasibility or practicability needs to be considered, if 

fixed guarding is applied in a manner that prevents operators carrying out required tasks it 

is likely that the guarding will be bypassed. Acceptable risk may be reached if it is not 

technologically, functionally, or financially feasible to add additional risk reduction measures 

or if those measures do not result in any significant reduction in risk. It is also important to 

note that OSHA states that the purpose of guarding is to prevent inadvertent access to a 

hazard.  

 

If we are unable to eliminate or substitute hazards or apply engineering controls, then the 

least preferred risk reduction methods in the hazard control hierarchy are administrative 

controls and these rely on personnel following instructions and procedures or wearing 

personal protective equipment.  

 

There is no single means of reducing risk and an overall solution will include elements from 

each of the three classifications. There will also be occasions when engineering controls may 



be removed, such as maintenance tasks, and alternative risk reduction measures must be 

applied. In such cases it may well be that administrative controls are the only viable 

alternative. 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

Module 3: Control Reliability and Safety Related Parts of the Control System 

(SRP/CS) 

B11.26-2018 Functional Safety for Equipment: General Principles for the Design of Safety 

Control Systems Using ISO 13849-1 continues from B11.0 and B11.19. We have carried out 

our task-based risk assessment and selected a range of engineering controls to reduce risk, 

now we need to safely incorporate them into our machinery control system to prevent 

personnel accessing a hazard. 

 

The SRP/CS is defined as that portion of the control system that responds to safety-related 

input signals and generates safety-related output signals. Engineering Controls, such as 

interlocks, presence sensing devices, enabling devices etc generate safety-related input 

signals while safety contactors and monitored fluid power valves generate safety-related 

output signals. Logic units sit between the input and output devices. (These devices may be 

force guided relays or safety interface modules.) 

 

If we are going to rely on engineering controls to prevent access to a hazard, we need to 

ensure the reliability of the input and output devices. The term “control reliable” is a North 

American one and “refers to the capability of the machine control system, the engineering 

control – devices, other control components and related interfacing to achieve a safe state 

in the event of a failure within the SRP/CS”. So, if we have failure of one of our engineering 

control devices, we want to make sure the operator cannot be exposed to the hazard, i.e., 

the SRP/CS still performs its function. 



 

The more we rely on engineering control devices and the SRP/CS to keep us safe the more 

reliable we need our SRP/CS to be. The image below demonstrates the basic concept of the 

potential role the SRP/CS plays in risk reduction. 

 

 

Once we have identified the safety function we define or calculate the required control 

reliability, and B11.26 works through the categories and performance levels in ISO 13849 

part 1 (2015) as two of the methods to achieve this. 

 

If, for example, the safety function stops all hazardous motion when a movable guard is 

opened, and our risk graph points to category 3 architecture for our SRP/CS we need to 

consider how we avoid a single failure causing a loss of the safety function. In many cases 

this will require a level of redundancy, but that alone is not enough. The failure needs to be 

detected and access to the hazard prevented. Even supplying two identical interlocks may 

not be enough because they may both fail in the same manner – common cause failure. We 



need to know how likely components are to fail, introduce redundancy, monitor the state of 

components, and avoid common cause failure. B11.26 guides the reader through this 

process. 

 

Where B11.26 comes into its own is through the use of circuit examples and analysis tables, 

taking the information from ISO 13849 and creating over one hundred examples. The 

diagrams show wiring circuitry, and the analysis tables provide details of fault 

considerations, fault exclusions, safety principles and functions from real life applications. 

Whether the reader is a novice or experienced control engineer B11.26 provides 

methodology and guidance for incorporating engineering control functions and devices into 

the SRP/CS 

 

The Inclusion of fluid power examples, including circuit diagrams, does much to plug the gap 

in the field of machinery safety. Whilst ISO 4413 and ISO 4414 are useful when it comes to 

understanding hydraulic and pneumatic devices B11.26 is the only standard that provides 

guidance on incorporating these devices into the SRP/CS. B11.26 devotes over 50 pages to 

safe fluid power and has generated much interest outside of the USA. The designer of the 

SRP/CS may build the most reliable system of input and logic devices but if the fluid power 

valve sticks or fails access to the hazard will not be prevented. 



 

 

B11.26 completes the sequence, following B11.0 and B11.19, providing a systematic and 

logical approach to machinery safety. We start with the task-based risk assessment, select 

our risk reduction measures, and then incorporate the engineering controls into the SRP/CS. 

All three standards are written with the user in mind as well as the supplier and integrator, 

and the committee behind B11.26 is composed of individuals who implement the standard 

themselves. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 



Module 4: Integration of Machinery into a System 

The video of robots building the FIAT Strada (an Italian car) in the late 1970’s highlights the 

importance of B11.20 (2017) Safety Requirements for the Integration of Machinery into a 

System. As the presenter points out, there aren’t many risk reduction measures visible in 

the video, yet the robots and robot systems look all too familiar, over 40 years later. 

 

B11.20 is the oldest of the four B11 standards covered in the B11 Licensed Machinery Safety 

Specialist program, but it was published as recently as 2017. The equivalent ISO standard, 

albeit currently under revision, was published in 2007. The current B11.20 has had a name 

change too, with integration of machinery into a system replacing integrated manufacturing 

systems – perhaps reflecting the increased use of automated packaging machinery. The 

good news, as with all the B11 Standards, it is written with the user in mind as well as the 

supplier, modifier, and integrator. 

 

The reader needs to be aware that proper application of B11.20 requires compliance with 

ANSI B11.0 and ANSI B11.19. 

 

The growth in factory automation and increased use of complex robot systems requiring 

human interaction creates hazards that may not have been considered when individual 

machines and robots were designed and constructed.  An example that stands out is 

equipment using machining magnesium working with another machine using water. The 

prospect of water and machining magnesium coming into contact may not have been 

considered by the individual machine manufacturers. 

 



More often than not tasks require interaction between two or more machines or robots and 

hazard zones overlap. Multiple hazard zones may exist within the safeguarded space. The 

figure below, taken from B11.20 and showing an IMS in block diagram format highlights this. 

 

“Span of Control” is one of the key terms we need to understand and implement. If we have 

an integrated machinery system with multiple machines, connecting equipment such as 

conveyors and a shared control system we need to understand what happens when an 

engineering control device such as an interlocking device is actuated. When the movable 

guard is opened and a stop command is initiated which machinery is affected? Where two 

or more machines are within the same safeguarded space stopping both machines may 



create a hazard. This needs to be considered at the risk assessment stage and risk reduction 

measures selected and incorporated into the Safety Related Parts of the Control System 

accordingly. Engineering control devices must have their span of control clearly identified. 

How comfortable would you be entering a safeguarded space without knowing what 

machinery/hazards had been controlled by the door interlock. 

 

We need to go further though. If, for example we have two machines in the safeguarded 

space and one has a safety performance level requirement of e and the other d, but we 

have one door with an interlock, what performance level must the interlock be capable of 

meeting? B11.20 is clear on this; it must meet or exceed the highest level for the risks 

identified within its span of control. In our example it must meet performance level e. The 

example below, taken from B11.20, shows a system with the spans of control and 

performance levels identified. 

 

The control of hazardous energy can be complex when machinery is incorporated into a 

system, is it enough to disconnect the supply to a single machine undergoing maintenance? 



The answer may well be no if interconnected machinery is also supplying power or may 

create a hazard around the machine where work is being undertaken. 

In larger installations multiple access points may be incorporated into the fixed guarding 

defining the safeguarded space. Multiple machines, multiple hazard zones and multiple 

access points all need to be considered carefully where whole-body access is possible.  

Control stations must be positioned to give visibility of the safeguarded space, presence 

sensing and proactive inhibit functions should be considered to prevent unexpected start-

up. 

B11.20 and R15.06-2012 for Industrial Robots and Robot Systems — Safety Requirements 

invariably go hand in hand because robot systems tend to have two or more robots so 

should be used together where robots are integrated into a system. 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Module 5: Control of Hazardous Energy and “Alternative Safeguarding” 

OSHA Standard 1910.147-The control of hazardous energy (lockout/tagout) covers the 

servicing and maintenance of machines and equipment where the unexpected start-up of 

the machines or equipment, or release of stored energy, could harm employees. It 

establishes the minimum performance requirements for the control of hazardous energy 

and was promulgated in 1989, some eight years before EN954-1 Safety of machinery - 

Safety related parts of control systems, General principles for design was published. Whilst 

European and International Machinery Safety Standards have move towards reliance on 

safe control systems to prevent unexpected start-up the OSHA regulations focus on the use 

of lockout/tagout. 

 

Factory automation and the widespread use of robotics have led to many questions being 

asked about the control of hazardous energy and the topic is controversial and not widely 

understood. Z244.1 – 2003 Control of Hazardous Energy, Lockout/Tagout and Alternative 

Methods and its more recent 2016* revision address the needs of the modern workplace 

and include practical guidance for applications where traditional lockout/tagout is not 

necessarily feasible.   

 

Whilst there was a recognition of the value of the 2003 Z244.1 OSHA “has not determined 

that, in all cases, compliance with specific provisions of the ANSI Z244.1-2003 standard and 

its annexes would constitute compliance with relevant OSHA requirements.” In May 2019 

OSHA sought public comment on lockout/tagout and the means to control hazardous 

energy and industry awaits the outcome from the comments put forward. 

 



OSHA’s 1910.147 Standard does, however, highlight a minor service exception: 

 

 

 

 

Further guidance is given in an OSHA Instruction CPL-00-02-147 (2-11-2008) Control of 

Hazardous Energy - Enforcement Policy and Inspection Procedure. The document has been 

issued to OSHA inspection personnel in order to create a uniform process. It defines 

Routine, Repetitive and Integral and references B11.19 for “Safeguarding Alternatives”. It 

also explains when an employer has met the requirement for “alternative protection”. 

 

 

 

 

Module 5 of the B11 Licensed Machinery Safety Specialist Program focuses on the control of 

hazardous energy and some of the alternative methods described in Z244.1. A question 

raised early in the module is “what is hazardous energy?” and it elicits some mixed 

responses. Some respondents claim all energy supplied to a machine is hazardous and must 

be disconnected whilst others question whether the disconnection of some energy sources 

may create a hazard. In the latter case an example of hydraulic energy was given where a 

ram may have fallen without hydraulic pressure being maintained. This is a good example 

and OSHA is clear in its requirement to control hazardous energy. Not all energy is 

hazardous. 

 

Minor tool changes and adjustments, and other minor servicing 
activities, which take place during normal production operations, are not 
covered by this standard if they are routine, repetitive, and integral to 
the use of the equipment for production, provided that the work is 
performed using alternative measures which provide effective protection  

“During minor servicing, an employer is considered to have met the 
requirement for providing effective alternative protection by the use of 
special tools or guarding (safeguarding) techniques that effectively 
prevent employee exposure to hazardous energy.” CPL-00-02-147 (2-11-2008) 



In 1993 Westvaco challenged an OSHA Citation that it failed to comply with 1910.147 on the 

grounds that the minor service exception applied.  In a landmark decision the judge ruled 

that the task being carried out was during the machine setup and not normal production 

operation. The judge stated that “work performed on the machine while the machine is not 

being operated to actually produce its product is either servicing or maintenance.” This sets 

the precedent for what is and isn’t normal production operation. The task-based risk 

assessment approach will identify when the minor service exception applies – in conjunction 

with the precedent set in the Westvaco case. 

 

There can be no doubt that when lockout/tagout procedures are followed correctly there is 

no more effective means of controlling hazardous energy, but can we be sure that the 

procedures are being carried out correctly on every occasion? Procedures can be “enforced” 

by utilizing a trapped key interlocking system to ensure disconnection is carried out in the 

correct sequence and the potential for human error removed. 

*Reconfirmed in 2020 

 

 

 

 

 


